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Abstract
In this paper, a double color-image encryption method is
proposed by using a 2D fractional discrete Fourier transform
(FrDFT) and Arnold cat map (ACM). In this method, two colorimages are rst converted into their indexed formats, then these
two indexed images are treated as amplitude and phase of a
complex matrix. Then this complex matrix is encrypted by
using 2D-FrDFT. After this, the encrypted complex matrix is
scrambled by ACM. The experimental results and the security
analysis are given to validate the feasibility and robustness of
the proposed method. The statistical analysis like histogram,
correlation and entropy analysis conrm the robustness of the
proposed method against statistical attacks.
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1 Introduction
Nowadays with the fast growth of multimedia communications via a public or
private channel, security has drawn increasing attention. In multimedia communications, images are used widely because of an eective carrier of information
and so image security issues have become increasingly serious and aroused a lot of
attention.
In the past few years, several encryption approaches have been proposed for
image encryption based on dierent kind of methods. In these methods, a transform
system, such as: discrete cosine transform [1], fractional Fourier transform [2, 3, 4, 5,
6], gyrator transform [7], Hartle transform [8], wavelet transform [9] and fractional
Mellin transform [10], have been introduced to perform color image encryption.
M. Shan et al. [11] proposed a double image encryption method based on discrete
multiple-parameter fractional Fourier transform and chaotic maps. In the proposed
method, the authors scrambled the rst image using a chaotic map and encode it
into the amplitude of a complex signal with other original image as its phase.
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The complex signal is encrypted by discrete multiple-parameter fractional Fourier
transform after multiplied by another chaotic random phase mask. Z. Liu. et
al. [12] presented a double image encryption method using Arnold transform and
discrete fractional angular transform. In this method, the rst original image is
taken as amplitude and the other is taken as a phase of the complex function. This
complex function is scrambled by using Arnold transform and then this scrambled
function is encrypted by the discrete fractional angular transform. In the paper
[13] authors presented double optical image encryption based on discrete Chirikov
standard map and chaos-based fractional random transform. In this method, the
authors used the discrete version of the Chirikov standard map for scrambling the
pixels of both images. After this, both scrambled images are encoded as amplitude
and phase of a complex number using chaos-based fractional random transform.
J. Chen et al. [14] presented a double image encryption method using cross-image
pixel scrambling in gyrator domains. In the proposed method, the two input images
are rstly shued by the cross-image pixel scrambling approach, then the two
scrambled images will be encoded into the real and imaginary parts of a complex
function and then converted into gyrator domains. Now a days, the popularity of
deep learning in the eld of Image Processing and Computer Vision has motivated
researchers and industrialist experts across the globe to solve dierent challenges
with high accuracy. Convolutional neural networks (CNN) are one type of model for
deep learning; they have been around for at least 50 years. The fundamental unit
of a neural network is a node, which is loosely based on the biological neuron in the
mammalian brain. In the paper [15] authors proposed a novel image classication
network using JPEG compressed DCT coecients. This research paper investigates
the issues of modifying the input representation of the JPEG compressed data, and
then feeding into the CNN.
In this paper, we have proposed a novel method for double color-image encryption based on 2D-FrDFT and ACM. In this method, the two color-images are
converted into indexed images, which have two components. Treat these two components as amplitude and phase of a complex matrix. Now, this complex matrix is
encrypted by 2D-FrDFT. After this, the encrypted complex matrix is scrambled by
ACM, to enhance the security of the system. The fractional order and the iteration
parameter are the main keys of the proposed method. The results of several experiment key sensitivity, statistical analysis, shows that the proposed image encryption
method is an ecient and secure image encryption method.
The rest of this paper is organized as follows: In Section 2, the preliminary
knowledge of true color image, indexed image, 2D-FrDFT and ACM are given. In
Section 3, the proposed double color-image encryption and decryption method is
given. Section 4 discusses the numerical simulation of the proposed method and
Security and statistical analysis are given in Section 5. Section 6 discusses the
comparison with the related works. Finally, the conclusion of the proposed method
is given in Section 7.

2 Preliminaries
In this section, we have given some denitions related to the proposed cryptosystem.

2.1 True color and indexed image
A true color image, also known as an red-green-blue (RGB) image, is an image in
which each pixel is specied by three values R, G and B components. While an
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indexed image consists of a 2D matrix i.e. image matrix and a color map matrix,
called map. The color map matrix is an n × 3 array of class double containing
oating-point values in the range [0, 1]. whose length n is equal to the numbers
of colors it denes. For example, n is 256 for an 8-bit color system. Each row
of map species the R, G and B components of a single color. An indexed image
uses direct mapping of pixel values to color map values. The color of each image
pixel is determined by using the corresponding value of image matrix as an index
into map. After representing an RGB color image with its indexed format, the
encryption of the color image can be simplied. Since the color map is uniquely
dened for all color images in the same color system and only an indexed image
needs to be encrypted, which is straight forward compared with the multi-channel
encryption. The color image can be retrieved after adding the color map to the
decrypted indexed image.

2.2 2D fractional discrete Fourier transform
The fractional Fourier transform [16] is a generalization of the traditional Fourier
transform. For the image f (m, n) of size M × N where 1 ≤ m ≤ M, 1 ≤ n ≤ N ,
The 2D-FrDFT is rstly proposed by [17, 18, 19] and expressed by the Eq. 2.1.
(2.1)

F (u, v) = F

a1 ,a2

M N
1 XX
f (m, n)Ka1 ,a2 (m, n; u, v)
[f (m, n)] =
MN
m=1 n=1

where Ka1 ,a2 (m, n; u, v) is the 2D transform kernel dened as:
(2.2)

Ka1 ,a2 (m, n; u, v) = Ka1 (m, u)Ka2 (n, v)

where Ka1 (m, u), Ka2 (n, v) are the 1D FrDFT kernels. The kernel along x-axis,
Ka1 (m, u), is dened as:

Aφ exp[iπ(m2 cotφ − 2mu cosecφ + u2 cotφ)] φ 6= kπ
φ = 2kπ
(2.3) Ka1 (m, u) = δ(m − u)

δ(m + u)
φ = (2k + 1)π
(2.4)

Aφ = exp[−i(π sgn(sinφ)/(4 − φ)/2)]/

p
|sinφ|

where φ = (a1 π)/2 is the rotational angle, corresponding to the
mation a1 along the x-axis.
Similarly, the kernel along y -axis, Ka2 (n, v), is dened as:

Bφ exp[iπ(n2 cotφ − 2nv cosecφ + v 2 cotφ)]
(2.5) Ka2 (n, v) = δ(n − v)

δ(n + v)
(2.6)

p
Bφ = exp[−i(π sgn(sinφ)/4 − φ/2)]/ |sinφ|

order of transfor-

φ 6= kπ
φ = 2kπ
φ = (2k + 1)π
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where φ = (a2 π)/2 is the rotational angle, corresponding to the order of transformation a2 along the y -axis and a1 , a2 are the 2D-FrDFT order, which is a key
parameter.
From the above equations, it can be found that the transform kernel is periodic
with a period 4. Therefore, any real number in the range (0, 4) can be selected for
a1 and a2 .
The 2D inverse fractional discrete Fourier transform (iFrDFT) is computed as
follows:
(2.7)

f (m, n) = M N

M X
N
X

F (u, v)K−a1 ,−a2 (m, n; u, v)

u=1 v=1

2.3 Arnold cat map

Arnold cat map [20, 21, 22] is a 2D chaotic map [23] which is dened as:
 0 h
ih i
y1
1 1 y1
(2.8)
=
(mod n)
1 2 y2
y20
where n is the order of the digital image, [y1 , y2 ]T is the coordinates of original
image pixel and [y10 , y20 ]T is the coordinates of scrambled image pixel. ACM is
a periodic map which depends on the size of the image. If an image is t-times
scrambled by ACM, then the image can be recovered by applying t times inverse
Arnold transform (iAT) which is given below.
i 0
h i h
y1
y1
2 −1
(2.9)
(mod n)
y2 = −1
1
y20

3 Proposed encryption and decryption algorithm
The proposed encryption method is shown in Fig. 1. Let f1 and f2 be two original
color-images of size n×n. First convert these two color-images into indexed images,
say B1 (xn,n ) and B2 (xn,n ). The rst image B1 (xn,n ) is taken as amplitude and
second image B2 (xn,n ) is taken as phase exp[iπB2 (xn,n )] of a complex number.
Now, multiply these two functions and get a complex matrix B(xn,n ) which is
expressed as:
(3.1)

B(xn,n ) = B1 (xn,n )exp[iπB2 (xn,n )]

After getting complex matrix B(xn,n ) apply 2D-FrDFT given in section 2.2 as
follows:
(3.2)

F = F a1 ,a2 [B(xn,n )]
= F a1 ,a2 [B1 (xn,n )exp[iπB2 (xn,n )]

where the parameters a1 and a2 are one of the keys of the proposed method.
The nal encrypted image is obtained after scrambling the complex matrix
obtained in Eq. 3.2 using ACM.
The decryption process is the reverse process of encryption which is shown in
Fig. 2. For the decryption, apply inverse of ACM and 2D-FrDFT.
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Fig. 1:

Encryption process of two color-images.

Fig. 2:

Decryption process of encrypted image.
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4 Numerical simulation of the proposed method
The proposed method is applied to the color images of Lena and cameraman of size
256 × 256 shown in Fig. 3 (A) and (D). The fractional order of the 2D-FrDFT and
the iteration of ACM are a1 = 2.543256, a2 = 1.438634 and t = 41, respectively.
The amplitude of encrypted image is shown in Fig. 3(B) and the phase of encrypted
image is shown in Fig. 3(E). The decrypted images are shown in Fig. 3(C) and
(F). For more experimental results, we have taken boat and Peppers images of size
512 × 512 with same encryption keys. The result is shown in Fig. 4.

5 Security and statistical analysis
5.1 Key space analysis
In the proposed encryption method, the fractional order parameter of 2D-FrDFT
i.e. a1 , a2 can take any value between (0, 4), and ACM parameters t can take
innite many values. So, a brute force attack is not possible.

5.2 Key sensitivity analysis
The proposed encryption method is very sensitive with respect to small change
in secret keys. Fig. 5(A) and (D) shows the decrypted images with incorrect
key t = 40, Fig. 5(B) and (E) shows the decrypted images with incorrect key
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Fig. 3:

Fig. 4:

(a)

(b)

(c)

(d)

(e)

(f)

(A) Original Lena image, (B) amplitude of encrypted image (C) decrypted
Lena image, (D) original Cameraman image, (E) phase of the encrypted
image and (F) decrypted Cameraman image.

(a)

(b)

(c)

(d)

(e)

(f)

(A) Original Boat image, (B) amplitude of encrypted image (C) decrypted
Boat image, (D) original Peppers image, (E) phase of the encrypted image
and (F) decrypted Peppers image.

a1 = 2.543257 and Fig. 5(C) and (F) shows the decrypted image with incorrect
key a2 = 1.438635. Fig. 5 shows that an attacker can not get any information
about the original image using the keys which are slightly dier from the original
keys.
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Fig. 5:
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(a)

(b)

(c)

(d)

(e)

(f)

Decrypted images (each column from top to bottom: Lena and cameraman)
with incorrect keys (A) and (D) t = 40, (B) and (E) a1 = 2.543257 and (C)
and (F) a2 = 1.438635.

5.3 Robustness against cropping attack

To validate the robustness against cropping attack, we consider the amplitude and
phase of the encrypted image cropped with various format as in Fig. 6(A)(D).
The amplitude and phase of the encrypted image (Fig. 3(B) and (E)) is cropped
left with 25% pixels and left 50%. Figure 6(E)(H) shows the decrypted images
corresponding to cropped images (6(A)(D)) with all correct keys. It is evident
that the original image can be recognized visually from the decrypted images, i.e.,
the proposed scheme has robustness against cropping attack.

5.4 Entropy analysis

Entropy is a statistical measure of randomness of data [24]. The entropy H(u) of
the data u can be calculated by Eq. 5.1.
(5.1)

H(u) = −

N
X

P (ui )log2 P (ui )

i=1

where P (ui ) is the probability occurrence of the symbol ui .
If the entropy value of the image is closed to 8, the image is considered to exhibit
high randomness. The value of entropy of image encrypted using the proposed
algorithm is very close to 8 as shown in table 1. It conrms that the proposed
algorithm is more secure against attacks based on entropy.

5.5 Histogram analysis

Histogram is a statistical property of an image which is a graph between the intensity of the pixels and the number of pixels for each intensity value. Fig. 7(A)-(D)
shows the histogram of original images and Fig. 7(E)-(H) shows the histogram of
the amplitude and phase of the encrypted images.
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Fig. 6:

(a)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

Experimental results of cropping attack: (A) amplitude of the encrypted image cropped left with 25% pixels, (B) phase of the encrypted image cropped
left with 25% pixels, (C) amplitude of the encrypted image cropped left with
50% pixels, (D) phase of the encrypted image cropped left with 50% pixels,
(E) decrypted images corresponding to Fig. 6(A) and (B), (F) decrypted
images corresponding to Fig. 6(A) and (B), (G) decrypted images corresponding to Fig. 6(C) and (D) and (H) decrypted images corresponding to
Fig. 6(C) and (D).
Color
image
Lena
Cameraman
Boat
Peppers
Tab. 1:

Original
image
7.2544
6.9892
7.2504
7.3118

Entropy
Amplitude of the
Encrypted image
7.9957

Phase of the
encrypted image
7.1760

7.9950

7.1655

Entropy values of original and encrypted images.

5.6 Analysis with respect to MSE and PSNR

The mean square error (MSE) and peak signal to noise ratio (PSNR) are used to
evaluate the reliability of the proposed method. The MSE and PSNR between
original and encrypted images are calculated by the Eqs. 5.2 and 5.3.
(5.2)

MSE(g1 , g2 ) =

M N
1 XX
[g1 (m, n) − g2 (m, n)]2
MN
m=1 n=1

(5.3)

PSNR(g1 , g2 ) = 10 log10

(255)2
MSE(g1 , g2 )

where g1 (m, n) and g2 (m, n) represents the original and encrypted images, respectively and M , N are the number of pixels. From Table 2, higher the value of MSE
and lower the value of PSNR shows that the encrypted image is noise like and
contains negligible amount of information about original image.
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Fig. 7:
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(a)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

(A) Histogram of the original Lena image, (B) histogram of the original
Cameraman image, (C) histogram of the original Boat image, (D) histogram
of the original Peppers image, (E) histogram of amplitude of the encrypted
image of Lena and Cameraman, (F) histogram of phase of the encrypted
image of Lena and Cameraman, (G) histogram of amplitude of the encrypted
image of Boat and Peppers and (H) histogram of phase of the encrypted
image of Boat and Peppers.

Color
image
Lena
Cameraman
Boat
Peppers
Tab. 2:

Between original image and
amplitude of the encrypted image
MSE
PSNR
1.0613e + 04
7.9066

8.3687e + 03

8.9382

Between original image and
phase of the encrypted image
MSE
6.4863e + 03

PSNR
10.0448

4.0384e + 03

12.1027

MSE and PSNR values between the original and encrypted image.

5.7 Correlation coecients analysis
We measure the performance of the proposed method against the pixel intensity
distribution of adjacent pixels in horizontal (H), vertical (V) and diagonal (D) directions by calculating the correlation coecients (CC) between the original image
(g1 ) and encrypted image (g2 ) using Eq. 5.4.
(5.4)
PM PN
m=1
n=1 (g1 (m, n) − g1 )(g2 (m, n) − g2 )
CC(g1 , g2 ) = q P
.
PN
PM PN
M
2
2
[ m=1 n=1 (g1 (m, n) − g1 )] [ m=1 n=1 (g2 (m, n) − g2 )]
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where g1 (m, n) and g2 (m, n) are the pixels in the mth -row and nth -column of the
original image g1 and encrypted image g2 , respectively, g1 and g2 are mean of the
original image and encrypted image, respectively.
The values of CC lies between −1 to 1. For the g1 , the value of CC is close to 1
because pixels are highly correlated. But, in g2 , the value of CC is expected close
to 0. Table 3 shows the CC for g1 and Table 4 shows the CC for g2 .
Original
image

Color

Lena
Cameraman
Boat
Peppers
Tab. 3:

R
G
B
R
G
B
R
G
B
R
G
B

Horizontal
0.9528
0.9360
0.9181
0.9204
0.9396
0.9697
0.9167
0.9080
0.9086
0.9424
0.9559
0.9319

Diagonal
0.9285
0.9111
0.8892
0.9086
0.9297
0.9641
0.7773
0.7553
0.7585
0.9094
0.9285
0.8981

Correlation coecient values for the original images.

Encrypted
image
Amplitude of encrypted image
of Lena and Cameraman
Phase of encrypted image
of Lena and Cameraman
Amplitude of encrypted image
of Lena and Cameraman
Phase of encrypted image
of Lena and Cameraman
Tab. 4:

Direction
Vertical
0.9761
0.9669
0.9484
0.9631
0.9716
0.9854
0.8267
0.8085
0.8111
0.9464
0.9617
0.9406

Horizontal
0.0001

Direction
Vertical
0.0043

Diagonal
0.0020

−0.0079

−0.0129

0.0109

0.0040

0.0009

−0.0034

−0.0069

−0.0033

0.0177

Correlation coecient values for the encrypted images.

Fig. 8 shows the pixel intensity distribution of the adjacent pixels in the original
images and encrypted images for horizontal, vertical and diagonal directions.

6 Comparison with the related work
The proposed method is compared with the formerly developed methods [13, 25, 26]
in terms of various factors as listed in Table 5. We have paid the close attention
to most of the performance factors, and reported the results for each method, if
available. Compared to the reported methods, the merits of the proposed method
are brought out, however including demerits, if any.
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(a)

(b)

(c)

(d)

(e)

(f)

(g)

(h)

Correlation graph of adjacent pixels: (A) Lena image, (B) Cameraman image, (C) Boat image, (D) Peppers image, (E) amplitude of the encrypted
image of Lena and Cameraman, (F) phase of the encrypted image of Lena
and Cameraman, (G) amplitude of the encrypted image of Boat and Peppers
and (H) phase of the encrypted image of Boat and Peppers.

Performance
factor
Image
Sensitivity to
secret keys
Resistance against
cropping attack
Entropy
analysis
Correlation of
adjacent pixels
Tab. 5:

Y. Zhang
D. Xiao [13]
Double gray
scale image
Yes

N. Zhou
et al. [25]
Double gray
scale image
Yes

L. Sui
et al. [26]
Double gray
scale image
Yes

Proposed
method
Double color
image
Yes

Yes

Yes

Yes

Yes

Not
mention
H: 0.0117
V: 0.0183
D: 0.0255

Not
mention
H: 0.0119
V: 0.0925
D: 0.0325

Not
mention
H: −0.0069
V: −0.0188
D: −0.0482

7.9957
H:0.0001
V:0.0043
D:0.0020

Comparison of the proposed method with the related work.

7 Conclusion
In this paper, a novel method of double color-image encryption based on 2D-FrDFT
and ACM is proposed. The proposed method rst converts the two color-images
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into indexed images and then 2D-FrDFT is applied. Finally, ACM is applied for
scrambling the encrypted data, to enhance the security of the system. Numerical
simulations and security analysis are demonstrated in various images to show the
robustness of the proposed method. Results of these demonstrations verify the
robustness of the proposed method.
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